
27 June 2025
//Jtan the Cybersecurity Man

Well-Ahead Rural Health Workshop:  
Cybersecurity Hygiene & Digital Vaccine



Agenda

• About Me
• Verizon Data Breach Investigations Report Summary
• High level cyber risks in the Healthcare Sector
• Specific cyber risks in the Healthcare Sector
• Overview of the Communications Sector (you’re dependent 

upon)
• Healthcare and Cybersecurity parallels and analogies
• Cybersecurity is a Business Problem
• Cybersecurity Maturity Strategies
• History and comparison of the CISO and vCISO Roles
• vCISO vendors in Louisiana
• Free resources – CISA/InfraGard/LASG Cyber Reserve
• Call to Action – Cybersecurity is a Safety Problem Too!



About JTan
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A kitten was born in my roof 
in July 2023.  She was later 
named “Eve”.

Anyone know what her 
favorite color is?



Cybersecurity 
Threat Brief



IT Risks in the 
Healthcare 

Sector

Common Threats:

Ransomware attacks: Encrypt patient data and 
demand ransom for access.
Phishing and social engineering: Target staff to gain 
credentials.
Malware and zero-day vulnerabilities: Exploit 
outdated systems.
Consequences:
Loss of patient trust.
Legal penalties under HIPAA or GDPR.
Operational disruption, especially in emergencies.



IT Risks in the 
Healthcare  

Sector 
continued…

Insider Threats

•Malicious insiders: Employees stealing or 
leaking data.

•Negligent users: Improper handling of data or 
weak passwords.

•Unsecured devices: Shadow IT/Shadow AI: Use 
of personal devices or failure to encrypt data.



IT Risks in the 
Healthcare  

Sector 
continued…

System Downtime and Availability Risks

•EHR system failures: Interruptions can delay critical 
care.

•Network outages: Affect access to cloud services, 
telemedicine, or internal systems.

•Single point of failure: Poor system design leading to 
total shutdown during an incident.

Compliance and Regulatory Risks

•HIPAA (US): Non-compliance leads to fines and reputational 
damage.

•Audit failures: Inadequate logging and monitoring can lead to 
failed inspections.



IT Risks in the 
Healthcare  

Sector 
continued…

Outdated or Unsupported Technologies
Legacy systems: Often unpatched and incompatible with modern security tools.

Unsupported software: No longer receives security updates.

Poor Identity and Access Management (IAM)
Overprivileged access: Increases risk of misuse or accidental exposure.

Lack of MFA (Multi-Factor Authentication): Easier to compromise credentials.

Lack of Incident Response Planning
Unpreparedness: Delayed response to data breaches or IT failures.

Inadequate staff training: Staff may not recognize or report incidents promptly.

Medical Device Vulnerabilities
Connected devices (IoMT): Infusion pumps, pacemakers, etc., often lack robust security.

Remote management risks: Misconfigurations or outdated firmware.

Data Integrity and Accuracy Risks
Corrupted or altered patient records: Lead to incorrect treatment decisions.

Improper system integration: Data inconsistencies across platforms.



Emerging 
Trends and 

Threats • AI-enabled attacks: Smarter malware capable of evading traditional 
detection.

• Supply chain compromises: Tampering with embedded systems or 
control components.  Segue to Comm Sector Threats
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VP and Communications Sector Chief, 
Louisiana Chapter of InfraGard



Communications Sector Overview

The Communications Sector is closely linked to other sectors, including:

• The Energy Sector, which provides power to run cellular towers, central offices, and other critical 
communications facilities and also relies on communications to aid in monitoring and controlling the delivery of 
electricity.

• The Information Technology Sector, which provides critical control systems and services, physical architecture, 
and Internet infrastructure, and also relies on communications to deliver and distribute applications and 
services.

• The Financial Services Sector, which relies on communications for the transmission of transactions and 
operations of financial markets.

• The Emergency Services Sector, which depends on communications for directing resources, coordinating 
response, operating public alert and warning systems, and receiving emergency 9-1-1 calls.

• The Transportation Systems Sector, which provides the diesel fuel needed to power backup generators and 
relies on communications to monitor and control the flow of ground, sea, and air traffic.

https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/energy-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/information-technology-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/financial-services-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/emergency-services-sector
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/transportation-systems-sector


Communications Specific 
Plan

Key Sector Components

Emerging 
Trends and 

Threats



Communications Sector 
Risk Profile



Communications Sector 
Risk Profile



Communications Sector 
Risk Profile



Communications Sector 
Risk Profile



Communications Sector 
Risk Profile



Healthcare & 
Cybersecurity 

parallels & analogies
1. Prevention Over Cure
⚬ Medical hygiene prevents infections (like handwashing 

to stop the spread of germs)

⚬ Cyber hygiene prevents breaches (like using firewalls 
and software patches/updates to block cyber threats)

2. Routine Practices
⚬ Brushing your teeth or disinfecting surfaces = installing 

updates or scanning for malware

⚬ Daily, small habits build long-term resilience



Healthcare & 
Cybersecurity 

parallels & analogies

3. Protecting Systems
⚬ In medicine: your immune system, organs, and well-

being

⚬ In cybersecurity: your data, networks, devices, and 
digital identity

4. Risk Awareness
⚬ Both involve recognizing threats early—be it a 

contagious virus or a phishing link

⚬ Education plays a huge role in staying informed and 
protected



Healthcare & 
Cybersecurity 

parallels & analogies
5. Contagion is Real
⚬ A virus can spread through populations—or through a 

network

⚬ Poor hygiene (digital or physical) doesn’t just affect 
you—it puts others at risk too

6. Defense in Layers
⚬ In medicine, that might mean hand hygiene and

vaccines and PPE

⚬ In cybersecurity, it's antivirus plus secure passwords 
plus multi-factor authentication



Healthcare & 
Cybersecurity 

parallels & analogies

• Both types of hygiene are about minimizing exposure, 
building resilience, and protecting critical assets—
whether that’s a human body or a digital infrastructure.



Cybersecurity Maturity Strategies
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A mature cybersecurity awareness 
program will help you avoid human 
error as well as lower your 
cybersecurity insurance monthly 
premiums

A vCISO or an MSSP partner can 
help you implement and verify 
appropriate hardening measures 
and mature your cybersecurity 
posture to meet healthcare 
compliance guidelines

Cybersecurity Awareness 

Training 

MSSP/vCISO 

Cybersecurity Liability 

Insurance
Risk can never be 100% eliminated 
or avoided.  That is where the 
transfer of risk to a cybersecrutiy 
insurance provider can help



Evolution of the 
CISO Role 



Comparison of 
vCISO and In-
House CISO 

Roles

Aspect vCISO In-House CISO

Scope

Short term contract with specific 
goals like compliance or 
maturing the cybersecurity 
posture as outlined in a 
“Statement of Work” document

A long-term business executive 
responsible for managing 
strategic and operational 
aspects of cybersecurity risk 
with a focus on aligning 
cybersecurity risk with 
business goals

Flexibility Usually, more flexibility than 
CISO to adapt to evolving threats

Usually, Less flexible due to all 
responsibilities that come with 
full-time employment

Operational 
Involvement

Usually not involved in daily 
security operations but provides 
valuable strategic guidance to 
meet business needs

Key to both daily security 
operations and strategic long-
term planning with other 
executives



Comparison of 
vCISO and In-
House CISO 

Roles 
Continued…

Aspect vCISO In-House CISO

Experience/Expertise

Provides high-level security 
with more insight into cyber 
crises and potentially backed 
by the expertise of several 
certified professionals in the 
field

Dependent on the 
officer hired, their 
expertise can be limited 
and less flexible

On-boarding process

Once a vCISO partner has 
been chosen, onboarding is 
simple as they are not 
subjected to other internal 
employee obligations and 
can hit the ground running

Onboarding can be 
slower for internal 
employees due to 
relocations, internal 
training obligations, and 
integration into systems

Cost

Typically, more cost effective 
due to part-time or 
“fractional” focus of the 
engagement.

CISO’s living in big 
cities working for 
Fortune 500 
corporations typically 
earn as much as $380k 
to $420k per year…per 
cyber crime magazine



vCISO vendors 
in Louisiana
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Free Resources:

VP and 
Communications Sector 
Chief, Louisiana 
Chapter of InfraGard



Chief Warrant Officer 3

Interim Commander 
Louisiana State 
Guard Cyber Reserve 
Team



Call to Action
• Cybersecurity is commonly known as a 

technology problem, but it is now also known as 
both a business and a Safety problem too!  With 
the healthcare sector the number one most 
targeted sector according to the FBI, you need to 
partner with a strong vCISO now who 
understands your business needs and can keep 
you and your patients safe and secure!
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